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DNS ZAPISI

DNS zapis (Resource Record) je osnovna jedinica podataka u DNS bazi.

Svaki zapis povezuje odredeni domen sa nekim tipom informacije.

format DNS zapisa: <ime> <TTL> <klasa> <tip> <podatak>

YTANN
AR
\\ /)

Ime domena Klasa Tip

Definise naziv
domena

Vreme u sekundama DNS klasa zapisa Tip DNS zapisa
koliko se Cuva (najcesce IN -
kesirani podatak Internet)

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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KOMPONENTE DNS ZAPISA
PRIMER

odseknis.akademijanis.edu.rs. 3600 IN A 160.99.37.100

Ime hosta |\ Tip zapisa IP adresa

ime hosta u DNS
zapisu.

3600 sek. IN (Internet) A oznacava tip DNS 160.99.37.100 je
predstavlja vreme oznacava klasu zapisa. adresa koja
trajanja kesiranog zapisa. odgovara imenu

podatka. I ER
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OSNOVNI DNS ZAPISI

A Record

Preslikava ime hosta u IPv4 adresu

AAAA Record

Preslikava ime hosta u IPv6 adresu

CNAME Record

Alias jednog domena ka drugom

MX Record

DefiniSe mejl server za domen

SOA Record

Pocetni zapis DNS zone

<&

[

| I

HG

NS Record

Oznacava autoritativhe DNS
servere

SRV Record

Locira specifiche servise u domenu

TXT Record

Unosi proizvoljne tekstualne
podatke

PTR Record

Omogucava obrnutu DNS
rezoluciju

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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A | AAAA HOST ZAPIS

HOST zapis Cuva IP adresu za dato DNS ime
NajcesCi tip zapisa jer ime svakog uredaja se razreSava koris¢enjem Host zapisa
A zapis se koristi za IPv4 adrese

AAAA zapis se koristi za IPv6 adrese

Koja je IP Adresa odﬁ:;nﬁ;sezz rs
. ? 3 q
za odseknis.edu.rs? 160.99.37.11

Upit: odseknis.edu.rs <ime> <TTL> IN A <IPv4 adresa>

el

Odgovor: 160.99.37.11

www.odseknis.edu.rs. 3600 IN A 192.0.2.1

Klijent DNS Server

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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Round-Robin
Load Balancing

odseknis.edu.rs

160.99.37.11 ]—> -
[ N

Prvi
korisnik

160.99.37.12 —> @
N

Drugi
korisnik

[ 160.99.37.13 > @

Treci
korisnik

PREDMET Mrezni servisi
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LOAD BALANCING
A ZAPIS

Round-Robin Load Balancing

odseknis.edu.rs. 3600 IN A 160.99.37.11
odseknis.edu.rs. 3600 IN A 160.99.37.12
odseknis.edu.rs. 3600 IN A 160.99.37.13

Geografski Load Balancing (GeoDNS)

odseknis.edu.rs. 3600 IN A 160.99.37.11 ; Evropa
odseknis.edu.rs. 3600 IN A 203.0.113.8 ; Azija
odseknis.edu.rs. 3600 IN A 192.0.2.5 ; SAD

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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CNAME ZAPIS

Alternativno ime ili alias

Upotrebom alijasa mozemo promeniti naziv raCunara koji obezbeduje neki Internet
servis(Web,Ftp,..) a da mu ne menjamo adresni (A) zapis.

Omogucdava viSe imena za isti server

Klijent ¢e najpre traziti CNAME zapis, a zatim dobiti odgovarajuéi A zapis za kanonicko
ime.

www.odseknis.edu.rs. IN CNAME odseknis.edu.rs.
odseknis.edu.rs. INA 160.99.37.11

Koja je IP Adresa A zapis za

za wwv.odseknis.edu.rs odseknis.edu.rs
160.99.37.11

Upit: wwv.odseknis.edu.rs
B

CNAME - odseknis.edu.rs

<

Odgovor:160.99.37.11 _
Klijent DNS Server

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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NAME SERVER (NS) ZAPIS

NS zapisi ukazuju na DNS servere koji su autorativni za taj domen

NS zapis se navodi za primarni i sve sekundarne NS servere

<ime domena> IN NS <ime servera>

<ime domena> je naziv domena za koji naznaceni server poseduje zonsku konfiguraciju

<ime servera> je naziv hosta koji je autorativan za taj domen

[odseknis.edu.rs ]

IN NS

nsl.odseknis.edu.rs odseknis.edu.rs. IN NS nsl.odseknis.edu.rs.
IN NS ns2.odseknis.edu.rs.

ili

IN NS

ns2.odseknis.edu.rs

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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MX (MAIL EXCHANGE) ZAPIS

Identifikuje mail server za dato DNS ime
MX zapis sadrzi i priority vrednost koja se koristi ukoliko isti domen opsluzuju vise mail servera

Manja priority vrednost se prvo uzima, ukoliko su priority vrednosti iste, izbor je slucajan

o . MX zapis za -
Koji je MX zapis S S maill A 160.99.37.15
za odseknis.edu.rs 160.99.3715 mail2 A 160.99.37.16
Upit — odseknis.edu.rs. MX 10 maill
Klitant > odseknis.edu.rs. MX 20 mail2
ljen « Odgovor:

. maill.odseknis.edu.rs
[ Klijent | mMoescnis s (DNS Server)

mail2.odseknis.edu.rs
Priority: 20

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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SOA (START OF AUTHORITY) ZAPIS

SOA (Start of Authority) zapis je kljuéni DNS zapis koji definiSe osnovne informacije o DNS
zoni, kao Sto su autoritet, vremenski intervali za keSiranje i sinhronizaciju medu serverima.

SOA zapis je obavezan u svakoj DNS zoni.

Mora biti prvi zapis u datoteci zone.

Koristi se i za sinhronizaciju izmedu primarnog i sekundarnih DNS servera

Polje
Primary NS
odseknis.edu.rs. IN SOA nsl.odseknis.edu.rs. Email admina
admin.odseknis.edu.rs. (
2025050301 ; Serial Serial
3600 ; Refresh (1h) Refresh
600 ; Retry (10min)
) Retry
1209600 ; Expire (14d)
86400 ) ; Minimum TTL (1d) Expire
Minimum TTL

Opis
nsl.odseknis.edu.rs. — primarni DNS server za zonu

admin.odseknis.edu.rs. — kontakt osoba za zonu (zameni @ sa .)
2025050301 — broj verzije zone (godina+mesec+dan+revizija)
3600 — na svakih 1h sekundarni proverava da li ima novih podataka
600 — ako refresh ne uspe, ponavlja pokusaj za 10 minuta

1209600 — posle 14 dana sekundarni smatra zonu nevaze¢om

86400 — koliko dugo rekurzivni resolveri keSiraju negativne
odgovore (npr. NXDOMAIN)

PREDMET Mrezni servisi
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NEGATIVNI ODGOVORI

Rekurzivni DNS resolveri keSiraju negativne odgovore (npr. da neki domen ne postoji)
u polju Minimum TTL (poznato i kao Negative TTL)

U ovom primeru:86400 sekundi = 24 sata

To znaci da, ako DNS server sazna da neki zapis ne postoji (npr. xyz.odseknis.edu.rs), on
¢e zapamtiti (keSirati) tu informaciju kao negativan odgovor 24 sata.

Domen
ne postoji

odseknis.edu.rs. IN SOA nsl.odseknis.edu.rs.
admin.odseknis.edu.rs. (

2025050301 ; Serial

Sta je IP Adresa
za odseknis.edu.rs?

. G
Upit > . 3600 ; Refresh (1h)
Negativan odgovor 600 ; Retry (10min)
KeSirano: 24 sata 1209600 ; Expire (14d)

DNS rezolver DNS server

Rekurzivni [Autoritativni] 86400) ; Minimum TTL (1d)

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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SRV (SERVICE) ZAPIS

SRV (Service) zapis je DNS zapis koji omogucava lociranje specifiénih servisa unutar domena,
kao Sto su VolIP, LDAP, SIP i drugi.

_ldap._tcp.odseknis.edu.rs. 3600 IN SRV 10 0 389 Idap1l.odseknis.edu.rs.

Polje Vrednost Objasnjenje

Servis _ldap Trazi se LDAP servis

Protokol _tcp LDAP koristi TCP protokol

Domen odseknis.edu.rs Za koji domen se trazi LDAP servis

TTL 3600 Vreme keSiranja (1 sat)

Priority 10 NiZa vrednost = vedi prioritet

Weight 0 sI\Ieerr\jlear balansiranja jer postoji samo jedan
Port 389 Standardni port za LDAP

Target |dapl.odseknis.edu.rs. DNS ime servera koji nudi LDAP uslugu

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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TXT (TEXT) ZAPIS

TXT (Text) zapis u DNS-u sluzi za unosSenje proizvoljnog teksta vezanog za neki domen.

U praksi, koristi se za brojne sigurnosne i verifikacione svrhe

&)

SPF

Verifikacija okvira
politike posiljaoca.

PREDMET MreZni servisi

N7~/

(&)

/~——\

DKIM

Protokol
bezbednosti
identifikovanih
domena.

DMARC

Verifikacija poruka,

izvestavanje i
uskladenost.

odseknis.edu.rs. IN TXT "v=spflip4:160.99.37.0/24 -all"

© L

Verifikacija
domena

Verifikacija domena
za usluge.

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PRIMERI PRAKTICNE UPOTREBE TXT ZAPISA

SPF (Sender Policy Framework) je DNS mehanizam za zastitu od laZiranja posSiljalaca e-poste
(spoofing).

On definiSe koje IP adrese imaju dozvolu da Salju mejlove u ime odredenog domena.

odseknis.edu.rs. IN TXT "v=spfl ip4:160.99.37.0/24 -all"

Deo Znacenje
v=spfl Verzija SPF protokola (uvek pocinje ovako)
ip4:160.99.37.0/24 Dozvoljeno slanje mejlova sa bilo koje IP adrese iz ovog opsega

-all Sve ostale IP adrese su izriCito zabranjene (hard fail)

"v=spfl ip4:160.99.37.10 ip4:160.99.37.11 include:_spf.google.com -all"

Dozvoljene 1P:160.99.37.10i 160.99.37.11

Takode svi koji su u SPF zapisu za google.com (npr. ako se koristi Gmail za slanje)
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PRIMERI PRAKTICNE UPOTREBE TXT ZAPISA

DKIM (DomainKeys ldentified Mail) je mehanizam za autentifikaciju e-poste koji
omogucava digitalno potpisivanje poruka tako da primalac moze da proveri:

1. da poruka nije izmenjena u transport

2. da je zaista poslata sa servera ovlas¢enog za domen

Posiljalac (mail server) generiSe digitalni Primalac vidi DKIM-Signature zaglavlje.
potpis iz sadrzaja poruke + zaglavlja. Primalac pronalazui javni klju¢ u DNS
Potpis se dodaje u zaglavlje mejla kao DKIM- zapisu pomocu koga proverava da li se
Signature: potpis poklapa sa sadrzajem poruke

default._domainkey.odseknis.edu.rs. IN TXT "v=DKIM1; k=rsa; p=MIGfFMAOGC...QAB"

Element Opis
v=DKIM1 Verzija DKIM
k=rsa Algoritam za enkripciju

p=... Javni RSA kljuc koji koristi primalac za verifikaciju potpisa
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PRIMERI PRAKTICNE UPOTREBE TXT ZAPISA

DMARC (Domain-based Message Authentication, Reporting and Conformance) je mehanizam
za autentifikaciju e-poste koji se nadovezuje na SPF i DKIM i omogucava domenu da:

1. Sopsti serverima Sta da urade ako SPF i/ili DKIM provera ne uspe (npr. da odbace mejl).
2. Prati i prijavljuje pokusaje zloupotrebe domena za slanje laznih mejlova (phishing).

3. Stiti brend i korisnike od prevara u e-posti.

DMARC politika u TXT zapisu za domen odseknis.edu.rs

_dmarc.odseknis.edu.rs. IN TXT
"v=DMARC1; p=reject; rua=mailto:dmarc@odseknis.edu.rs; ruf=mailto:forenzika@odseknis.edu.rs; fo=1"

Element Znacenje

v=DMARC1 Verzija protokola

p=reject Odbaci mejlove koji ne produ SPF/DKIM
rua= Adresa za agregatne izvestaje (ko Salje, koliko, rezultati)
ruf= Adresa za forenzicke (detaljne) izvestaje

fo=1 Posalji forenzicki izvestaj za bilo koji neuspeh
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FORMAT DNS PORUKE

DNS poruke:

Upiti (query) i odgovori (reply) imaju isti format poruke

Zaglavlje DNS poruke

identification: 16 bit broj za identifikaciju upita, odgovor sadrzi istu vrednost

flags:

e 1bit: upit (0) ili odgovor (1)

e 1bit: rekurzivni upit se trazi (1) ili ne (0)

e 1bit: rekurzija podrzana (1) ili ne (0)

e 1 bit: odgovor je od autorizovanog n.s.(1)

SadrZi informacioje o upitu koji se trazi: ime, tip
zapisa za upit (npr. tip A-ime hosta)

RR zapisi kao odgovor na pitanje

Zapisi o autorizovanim serverima

Dodatne “korisne” informacije (npr. ako je u polju

“answers” bio MX zapis: ime mail servera, tada u ovom _{—

polju moZe biti njegova IP adresa)

PREDMET Mrezni servisi
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identification flags

number of questions | number of answerRR

number of authority RR | number of adiitional RR

guestions
(variable number of questions)

answers
(variable number of resource records

authority
(variable number of resource records)

additional information

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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PRIMER DNS UPITA | ODGOVORA

File Edit View Go Capture Analyze 3Statistics Telephony Tools Internals Help
B @ e EEXgL|Aace*TLEEEIQAQAQD WEBE ® dns upit
Filter: Idns j Expression... Clear Apply Save

p— %,

: 502001 .108. 1. .103.4.70 : ] ping) request 10d=Ux0UUL, seqg= 0, =178
4 0.151182000  72.163.4.161 192.168.1.116 ICMP 74 echo (ping) reply  id=0x0001, seq=6/1536, tt1-238
51.074030000 192.168.1.116 72.163.4.161 ICcMP 74 echo (ping) request id=0x0001, segq=7,/1792, ttl=128
61.147913000 72.163.4.161 192.168.1.116 ICMP 74 Echo (ping) reply  1d-0x0001, seq=7/1792, tt1=238 (pn§ Ong‘
7 2.076166000  192.168.1.116 72.163.4.161 ICMP 74 echo (ping) request id=0x0001, seq—-8/2048, tt1-128
8 2.148068000 72.163.4.161 192.168.1.116 ICcMP 74 echo (ping) reply  id=0x0001, segq=8/2048, ttl1=238
| | |

Frame 2: 85 bytes on wire (680 bits), 85 bytes captured (680 bits) on interface 0
Ethernet II, Src: CiscoCon_cc:a0:85 (c8:d7:19:cc:a0:85), Dst: IntelCor_45:5d:cd4 (24:77:03:45:5d:c4)
Internet Protocol version 4, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.116 (192.168.1.116)
User Datagram Protocol, Src Port: domain (53), Dst Port: 64103 (64103)
Domain Name System (response) —
Request In: 1
[Time: 0.060677000 seconds]
Transaction ID: 0x9926
H Flags: 0x8180 standard query response, No error
questions: 1

0 HEHM#

A”S:e'" RRs: 1 . Ovaj paket sadrzi odgovor na 1 upit u vidu jednog RR zapisa, ne sadrzi

AUTNOr1TY RRS5: . .. . . . . .

Additional RRs: O informaciju o autorativnom NS serveru za taj zapis kao ni dodatne zapise

il = DNS ODGOVOR

E cisco.com: type A, class IN
Name: cisco.com

Type: A (Host address) IIlfOI‘maCIJe (0) dIlS upltu

Class: IN (Ox0001)

El Answers .
cisco.com: type A, class IN, addr ?2.163.4.16}_ OngVOI' na uplt

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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INFORMACUE O LOKALNOM DNS SERVERU

S Rasabear

ipconfig /all google dns server
IP: 8.8.8.8

C:sUserssHorisnik>ipconfig
Windows IP Configuration

Host Hame . . - - Korisnik-PC
Primary Dns Sufflx - -

Node Tuype . . . - - Hybrid
IPF Routing Enahled. - - - - No
WINS Proxy Enabled. . . - No

Ethernet adapter Bluetooth Hetwork Connection:

Media State . . . e e e e Media disconnected

Cunnectlnn—apec1f1c Suffix

Degcription . . . . - - Bluetooth Device (Perszonal Area Metwork>
Physical Address. . . . 38-59-F9-17-23-66
DHCP Enabled. . . . . . . . Yes
Autoconfiguration Enabled - Yes

lWireless LAN adapter Wireless Metwork Connection:

Connection—specific DNE Suffix

Description . . C e e e e Dell Wireless 1702 882.11b- g n

Phyzical fddress. . . . . 3g-59-F7-17-23-65

DHCP Enabled. . . . Yes

Autoconf iguration Enahled Yes

Link-local IPve Addres feB@::51a8:395%aa2d4:58dhx12¢{Preferred>
IPv4 Address. . . . . 192 .168 .1.3(Preferred>

Subnet Mask . . . . . 265.255.255.A8

Lease Obtained. . . . 24, avgust 2814 18:58:18

Lease Expires . . . . 25. avgust 2814 192:52:58

Default Gateway . . . 1922.168.1.1

DHCP Serwver . . . . . 192.168.1.1

DHCPuv& IAID . . _ . . 322468153
ID. .

DHCPw6 Client DUID A8-81-AP-B1-16-36-81-FD-18-83-73-5E-ED-5

DNE Seguers . . g.8.8. 8
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§

LOKALNI DNS KES

ping hosthame

o Lmhosts file

UserssKorisnik>ipconfig ~sdisplaydns

Record Tuyupe . . . .

’ \ Record MHame . - - . = 153-3-127-in—addr-arpa-
© Local host name Time To Live I 8640@
\v Data Length - B

- NetBIOS Data Le -
ipconfig /displaydns broadcasts FTR Record : localhost
* ww . youtuhe .com
— DNS client Record MHame H voutube .com
- Record Type H
resolver cache Time To Live : 294
Convert Data Length - 8

i R P ——

hostname to CHAME Recoxrd : youtube—ui.l.google.com
NetBIOS name WINS server

dijasporanis.com

Record Mame . . . . - dijasporanis.com
_’ Record Type = 1
Time To Live = 294
Data Length = 4
Section : Answer
0 DNS server
NetBIOS

A ¢Host>» Record . . . = 194_9_95_45
broadcaﬁs [* .google—analytics .com

Record Mame
. . Record Type
Time To Liwve
ipconfig /displaydns Time To Liu :
Section s Answer
CHAME Recorxd : www—google—analytics.l.google.com

Prikaz lokalnog DNS kesa na hostu, nakon isteka TTL vrednosti,
DNS zapis se briSe iz kesa.

183 .118.181 .79 _in—addr.arpa
Record Mame = 183 .1168.181 .7? in—addr.
= 12

. chord Ty?e
ipconfig /flushdns Dava Lengih
%gﬁtﬁggord

Rucno brisanje svih zapisa iz lokalnog DNS keSa hosta

vtsnis.edu.rs

Podrazumevana TTL vrednost za pozitivne odgovore je 86,400 Fooord Name
chord TyPe
sekunde (1 dan). Time To Live

Section H
‘Ho=st> Becowd _ = 4

Podrazumevana TTL vrednost za negativne odgovore je 300
sekunde.
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§

HOSTS FAIL

wministrator: ChWindows\syste
@UFI v Computer » Local Disk (C) » Windows » Systern32 » drivers » efc I sers\Korisnikpbipconfig sdisplaydns

flowe IP Configuration

Organize - Include in library - Share with = Burn New folder
- 1.8.8.127_in—addr.arpa
E Videos i Mame Date modified Type E“‘"‘ﬁ !i‘lame . ; ié3.3.127.in—addl‘.arpa.
EC O ype . -

_ {L hosts | 11.4.2012 1:05 File D e S

I omputer . t B R

e pere || Imhosts.sam 10.6.2009 23:00 SAM File TR Renord | S feeuShost

& Local Disk (C) networks File

p lncal Dicl (N — ' il 183 .118.101 .79 .in—addr.arpa
e
J hosts - Notepad - . Record Mame . . 1A3.110.181.7?.in—addr.arpa.
File chord Tyl?e . 12
File Edit Format View Help e S o S6ann
# Copyright (c) 1993-2009 Microsoft Corp. Segtion . - - - g:ggz:"iuac
# .. : =
# This 15 a sample HOSTS file used by Microsoft TCP/IP for windows. -
# pl‘Etl‘aZ ivac
# This file contains the mappings of IP addresses to host names. Each Record Name . . pretrazivac
# entr‘%f should be kept on an individual Tine. The IP address shoul [y pretasivac Record Type .
# be placed in the first column followed bg the corresponding host pime To Live 86400
| [ pretraziv ata Length . 4
# The IF address and the host name should be separated by at least{El Section - . . . Answer
# space. Q, pretrazivac/ - Bing Search A <Host> Record e 1 e e O N
# O, pretrazivac
# Add'it'iona'l'l%/, comments (such as these) may be inserted on indivi o pretrazivaci intemeta pretrazivac
# lines or following the machine name denoted by a "#° symbol. o\ pretrazivaci
& ~ P Mo records of type AAAA
# For example:
#
# 102.54.94.97 rhino. acme. com # source server
# 38.25.63.10 X.acme. com # x client host ( ; l
# Tocalhost name resolution is handled within DNS itself. 0 8 e
# 127.0.0.1 localhost Serbia
# i1 localhost
&

79.101.110.103 retrazivac Google Search | I'm Fesling Lucky
127.0.0.1 localhost

Google rs offered in: cpnckn
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N

PRIMER DNS UPITA ZA
WWW.BLIC.RS

Capturing from Microsoft

File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help
EXELe AaeswTLI[EE QAR D% % B

Filter: dns IZI Expression... Clear Apply

Mo, Time Source Destination Protocol Length  Info

] . ST A0 (][] E & W A0
3439 0 192.168.1.3 8.8.8.8 DNS 71 standard query A www.bldic.rs

T

# Frame 3439: 71 bytes on wire (568 bits), 71 bytes captured (568 bits)
# Ethernet II, sSrc: HonHaiPr_17:23:65 (238:59:f9:17:23:65), Dst: Aske
F Internet Protocol wersion 4, src: 192.168.1.3 (192.168.1.3),
+ User Datagram Protocol, Src Port: 59390 (59390), Dst Port:
= Domain Name System {(query)
= B = LIl 2 |
Transaction ID: Oxbd49
# Flags: 0x0100 (standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
additional RRs: O
E Queries
= www.blic.rs: type A, class IN
MName: www.blic.rs
Type: A (Host address)

Class: IN (0x0001)

82:35:aa (00:24:d2:82:35:aa)

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE
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PRIMER DNS ODGOVORA ZA

WWW.BLIC.RS UPIT

File Edit View Go Capture Analyze 5tatistics Telephonx Tocls Internals Help

N

Filter: dns

=)

el aesT2I([EE QaaD #B@B % O

IZI Expression... Clear Apply

Destination Protocol Length  Info

Mo. Time Source

192.168.1.3 DNS 113 standard query response CNAME www.blic.ha.rs a 91.222.6.3‘

| 34450 §.8.8.8
AT 0 T92.168.1.3

G.8.8.8 DNS /0 Standard query A www.Tacebook. com

I

< |
F Domain Name System (response)

[Request In: 34397

[Time: 0.05%2249000 seconds]

Transaction ID: Oxbd49

# Flags: 0x8180 (standard query response,

Questions: 1

Answer RRs: 2
Authority RRs: 0

119 1 ppa-_(

= Queries
= www.blic.rs: type A, class IN
Name: www.blic.rs
Type: A (Host address)
Class: TN (O0x0001)

MO error)

—

= ANswers
.blic.rs: I 1 ) .blic. ha. . .
= www. blic.rs |gt¥2|_er(s:NAME class IN, cname] www.blic.ha.rs| CNAME dns zapis za allas

Name: www.
Type: CNAME (Canonical name for an
Clacc- TN (O0x0001%)

alias) = Www.blic.rs , i vreme koliko host

Time to live: 3 hours, 24 minutes

Data length: 14
i - b14i- ha

57 _seconds da C¢uva ovaj zapis TTL

class addr . v .
= 222e033] Host A zapis za kanoni¢no(puno) ime,

Name: www.blic.ha.rs
Type: A (Host address)
Class: IN (Ox0001)

Time to Tive: 1 minute. 52 seconds

PREDMET MreZni servisi

na kome se nalazi web server

KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE


http://www.blic.rs/
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§

DETALINIJA PRETRAGA DNS ZAPISA
NSLOOKUP ALAT

B Administrator C\Windows\system32\cmd.exe - nslookup

Microsoft Windows [Uersion 6.1.76H11
Copyright <c? 208? Microsoft Corporation. A1l rights resevrved.

C:islUserssKorisniknzlookap www.vtsnis. edu.rs
Server: UnKnoun
Address: 192.168.1.1

Mon—authoritative answer:
vy ..vtsnis.edu.rs
194.7.94.7

C:sUsersHoriznik*nzlookup ObeZbedee nam Viée

Defanlt Server: UnKnown

Addres=s: 192.168.1.1 ’ . . - .
e mogucnosti u ispitivanju
> -
DNS servera
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N

PRIMER MX DNS UPITA ZA
VTSNIS.EDU.RS DOMEN

1 Capturing from Microsof = e Jﬂi‘o',
File Edit View Go Capture Analyze Statistics Telephonz Teols Internals Help

BHAUUN EEXZL A¢»0TL2[EE QQAD $ED % B
Filter: dns |Z| Expression... Clear Apply

No.  Time S — e Pratocol length b0 — |
41603 0 google.com A 79.101.110.148 A ?QI-

73 standard query MX visnis.edu.rs

11821 0 5.8.8.8 .1b&. 1. o standard query response MxX 10 mail.vtsnis.edu.rs MX
43376 0 192.168.1.3 8.8.8.8 DNS 93 standard query A liveupdate.symantecliveupdate.com

4 1 | 3

41806 0

# Frame 41806: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
¥ Ethernet II, Src: HonHaiPr_17:23:65 (38:59:f9:17:23:65), Dst: AskeyCom_82:35:a3a (00:24:d2:82:35:aa)
* Internet Protocol Version 4, Src: 192.168.1.3 (192.168.1.3), Dst: 8.8.8.8 (8.8.8.8)

# User Datagram Protocol, Src Port: 56721 (56721), Dst Port: domain (53)
B v i)
Response In: 41821

Transaction ID: 0x0002
B Flags: 0x0100 (standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O

= Queries v. T
© vtsnis.edu.rs: type mx, class IN Trazimo da nam dns server posalje
Name: vtsnis.edu.rs . . .
Type: MX (Mail exchange) MX zapis (naziv mail servera) za

1 : Ox0001 .
class: 1N (0x0001) domen vtsnis.edu.rs

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUE



k AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

PRIMER MX DNS ODGOVORA
ZA VTSNIS.EDU.RS DOMEN

w Capturing from Microsoft  [Wi 40429 from (trunk-1.

Eile Edit View Go Capture Analyze S5tatistics Telephony Tools Internals Help

B B el @ EBroSg e T L B Q[ &M x| B

Filter: dns |Z| Expression... Clear Apply
MNa. Time Source Destination Protocol Length Info
41806 0 192.168.1.3 8.8.8.8 DNS 73 standard query MX vtsnis.edu.rs
41821 0 8.8.8.8 192.168.1.3 DNS 116 standard query response MX 10 mail.vtsnis.edu.rs Mx 20 mail2.vtsnis.edu.rs

4 m

+# Ethernet II, Src: AskeyCom_82:35:aa (00:24:d2:82:35:3a), Dst: HonHaiPr_17:23:65 (38:59:19:17:23:65)
+ Internet Protocol version 4, src: 8.5.8.8 (8.8.8.8), Dst: 192.168.1.3 (192.168.1.3)

+ User Datagram Protocol, Src Port: domain (53), Dst Port: 56721 (56721)
- Domain Name System (response
Request In: 41806

[Time: 0.157586000 seconds] C:slUserssKorisnik>ns lookup
Transaction ID: 0x0002 Default Server: google—-public—dns-a.google.conm
7 Flags: 0Ox8180 (standard gquery response, No error) Address: 8.8.8.8
Questions: 1 _
Answer RRs: 2 i 3§En¥pg&ﬂxru
Authorjwty RRS ! _0 Server: google—public—-dns—-a.google.conm
Add'l';'lona'l RR5: 0O Nddress: 8.8.8.8
= Queries
= vtsms.edu.r'sr: type MX, class IN Mon—authoritative answer:
Name : WS”"S-IEdU-r'S vtsnis.edu.rs M preference 18, mail exchanger = mail.vtsnis.edu.rs
Type: MX (Mail exchange) vtsnis.edu.rs M¥ preference = 28, mail exchanger = mail2.vtsnis.edu.rs
Class: IN (0Ox0001) >
= Answers
-l wvtsnis.edu.rs: type M, class IN, preference 10, mx mail.vtsnis.edu.rs —

Name: vtsnis.edu.rs
Type: MX (Mail exchange)
Class: IN {(0x0001)

Time to Tive: 4 minutes, 59 seconds — Prikaz imena Odgovornih mail
Data length: 9 .
preference: 10 servera za domen vtsnis.edu.rs

Mail exchange: mail.vtsnis.edu.rs
# vtsnis.edu.rs: type MxX, class IN, preference 20, mx mail2.vtsnis.edu.rs

—
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PRIMER HOST DNS ODGOVORA ZA
VTSNIS.EDU.RS

§

File Edit View Go Capture Analyze Statistics Telephoni Tools Internals Help

= AeswTFLIER QQQBD @BDMx% B
Filter: dns |ZI Expression... Clear Apply
No. Tirme Source Destinaticn Protocol Length Info
202621 0 feB80::51a8:395a:a2dff02::1:3 LLMNR 84 standard query A wpad
202623 0 192.168.1.3 224.0.0.252 LLMNR 64 standard query A wpad
203621 0 192.168.1.3 B.B.8.8 DNS 77 standard query MX www.vtsnis.edu.rs
203622 0 8.8.8.8 192.168.1.3 DNS 135 standard query response
078 0 z B B B B : 3 d e A mail, i
207854 0 B.8.8.8 192.168.1.3 94 standard query response A 194 94.72

4 1

3 ar patadram Protoco port: domain (53), Dst Port: 53291 (532901)
Request In: 20/8
[Time: 0.167608000 seconds] » set t_l,!]_]E=F|
Transaction ID: 0x0005 > mail.vtsnis.edu.rs
+ Flags: 0xB180 (5tandard guery response, No error) [ pp— guugle—puhlic—dnﬂ—a Hﬂﬂglﬂ Com
Questions: 1 = - -
Answer RRs: 1 Hddl“'EEE: B-B -B -B
Authority RRs: O
Additional RRs: O Mon—authoritative anzwer:
- Queries . Mame : mail.vtsnis.edu.rs
-l mail.vtsnis.edu.rs: type A, class IN Address : 194.9 _94_ 99
Name: mail.vtsnis.edu.rs PESE - = -
Type: A (Host address)
class: IN (0Ox0001) -
-l Answers =
-l mail.vtsnis.edu.rs: type A, class IN, addr 194.9.94,72 )
Name: mail.vtsnis.edu.rs DNS OngVOF u vidu
Type: A (Host address) . . .
Class: IN (0x0001) . prosledivanja IP adrese za mail
Time to Tive: 4 minutes, 59 seconds . .
pata length: 4 server, mail.vtsnis.edu.rs
Addr: 194.9.94.72 (194.9.94.72)

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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PRIMER NS DNS ODGOVORA
ZA VTSNIS.EDU.RS DOMEN

ﬁ Capturing from Microzoft [Wireshark 1.6.5 [SVN Rev 40429 from /trunk-1.

Eile Edit View Go Capture Analyze Statistics Telephnnz Tools Internals  Help

DEHAMY EEXZE Aes2T L (@R QaaD #D% % B
Filter: dns E| Expression... Clear Apply
No. Time Source Destination Protocol Length Info
I 280584 0 192.168.1.3 8.8.8.8 DNS 72 standard query A um.simpli.fi
280592 0 8.8.8.8 192.168.1.3 DNS 139 standard query response CNAME wesT.um.simpli.fi A 50.97.23
280708 O 192.168.1.3 8.8.8.8 DNS 77 standard query A bh. contextweb. com
280728 0 8.8.8.8 192.168.1.3 DNS 148 standard query response CNAME contextweb.map.fastly.net A
282888 0 192.168.1.3 8.8.8.8 DNS 73 standard gquery NS visnis.edu.rs

282912 O B.8.8.8 192.168.1.3 118 standard query response N5 ns2. loopia.se N5 nsl. loopia.se

4

-] Domain Name System (response
Request Tn: JHJHEE
[Time: 0.169545000 seconds] b

Transaction ID: 0x0007 > set type=NS
# Flags: OxB8180 (standard query response, No error) *» pteni=z_edu.rs

2;232;0;:;-12 Server: google—public—dns—a.google.com

Authority RRs: 0 Address: 8.8.8.8

Additional RRs: O . .

5 queries Mon—anthnritative anzwusr:

o vtsnis.edu.rs: type NS, class IN vteniz.edu.prs namezerver = ns2.loopia.ce
Name: vtsnis.edu.rs vtanis.edu.rs nanezerver = nsl.loopia.ze
Type: NS (Authoritative name serwver) r
Class: IN (0x0001)

= Answers

-l vtsnis.edu.rs: type N5, class IN, ns ns2.loopia.se B—

Mame: vtsnis.edu.rs DNS OngVOF u vidu

Type: NS (Aauthoritative name serwver)

class: IN (0x0001) autorativnih DNS (NS) servera
Time to live: 59 minutes, 59 seconds >- .
pata length: 15 za vtsnis.edu.rs domen

Name Server: ns2.loopia.se
# vIsnis.edu.rs: type N5, class IN, ns nsl.loopia.se

PREDMET Mrezni servisi KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGUJE
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§

NSLOOKUP KOMANDE

C:sUserssKoriznik?»nszlookup www.vtsnis.edu.rs
Server: google—public—dns—a.google.com
Addres=z: B8.85.8.8

_ _ kome je prosleden upit nije
[Mon—authoritative answer:

Mame = wuw . vtsnis..edn. rs an za zonu vtsnis.edu.rs
Addres=s: 194.2.74.7

D 1. ia.
C=sUserssKorizsnikinslookup www.vtsnis.edu.rs nsl.loopia.se } NS server (ns Ioopla SE) kome

Server: nsl.loopia.se je prosleden upit je autorativan
Address: 93.188.0.20 .
za zonu vtsnis.edu.rs

Mame = wuw .. vtsnis.edu.rs
Address: 194.9.94.7

C:sUserssKorisnikr

C:sUszserssKorisnik»nslookup
Default Server: google—public—dns—-a.google.com
Addresz: 8.8H_8.8

a DNS server sa

7 zepuepr n=l.loopnia.=ze

Default Server: nsl.loopia.se nsl.loopia.se
Address: 93.188.8.28

b
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PRIKAZ SVIH DNS ZAPISA ZA
DOMEN VTSNIS.EDU.RS

>

> set type=any

> utznis.edu.rs
nzl.loopia.se

23.188.d.208
nameszerver = nsl.loopia.se

primary name server = nsl.loopia.se
responsible mail addr = registry.loopia.se
zerial 146085722008
refresh 188880 <3 hours
retry 368 <1 hour
expire = 6HA4BHA (7 daysy
TTL = B6408 <1 day>
nameszerver = ns2.loopia.se
internet addressz = 194.9.94.7
Md preference = 20, mail exchanger = mail2.vtsnis.edu.rs
vtznis.edu.prs M2 preference = 10, mail exchanger = mail.vtsniz.edu.rs
nzl.loopia.se internet address = 73.188.8.2Q
mail.vtsnisz.edu.rs internet addrezs = 174_.9_.94_.772
nz2.loopia.se internet address = 73.188.8.21
mail2 . vtznis.edu.rs internet address = 174.9.94.3
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